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CVE-2020-17518: 1.5.1 <= Apache Flink <= 1.11.2
CVE-2020-17519: Apache Flink 1.11.0 1.11.1 1.11.2
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Flink 1.11.3 1.12.0

https://flink.apache.org/downloads.html



https://flink.apache.org/downloads.html

CVE-2020-17518 commit :a5264a6f41524afe8c
eadf1d8ddc8c80f323ebc4, https://github.com/apache/flink/commit/a5264a6f4152
4afe8ceadf1d8ddc8c80f323ebc4,

FileUploadHandlerTest.java

REST API https://ci.apache.org/pro

jects/flink/flink-docs-release-1.11/monitoring/rest_api.html

ljarsiupload

Verb: posT Response code: 200 0K

Uploads 2 jar to the cluster. The jar must be sent as multi-part data_Make sure that the "Content-Type" header is set to "application/x_
A iava-archive! as some hifp Jibraries do nr]l the header by default_Lsing 'curd’ vou can unlaad a iar via 'curl X POST -H [Fynect!
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‘ Request ‘

‘ Response |

fjars/sjarid
curl tmp
root@kali:~/flink/bin# curl -X POST -H “Expect:" -F “jarfile=@aaa.jar" http://1

2 .1:8081/jars/upload
{Afilename’:" ftmon/flink-web-9087h336-a7d7-46ce-827b-2df685hT8cdc/flink-web-upla
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Response

root@kali:/:

Flink

fileUpload.getFilename().getName()

? MBI £15 ok -runt i e famin men o o {ngache 1 ok Lot SR orsk HEl it dengas nee B ___,

CVE-2020-17519 https://github.com/apache/flin
k/commit/b561010b0ee741543c3953306037f00d7a9f0801




testGetlobManagerCustomLogsValidFilename
GetJobManager log /jobmanager/logs/ API
Flink “r Wi

1.1 200 OK

app ! icationxml;q=0. 9 T 1 p 55 slogin Text/html, appl ication/xhtml txm]

JobManagerCustomLogHandler.java

getName()

> B fiink-external-resous
> g flink-flesystems
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7.4

20210106. 553 Apache Flink
CVE-2020-17519 Apache Flink CVE-2020-17518
3.0.0106.12568 Apache Flink
(CVE-2020-17518) ID 0x10020BA1 Apache Flink
(CVE-2020-17519) ID 0x10020BA2
-> -> “ "
NDS3000/5000/9000
ID 6129 210106140
NSG3000/5000/7000/9000
NSG3500/5500/7500/9500 IPS

IPS 7 2101061300
ID: 1232201 1232101
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Apache Flink (CVE-2020-17518/CVE-2020-17519)
7.6

2021.01.12

Apache Flink CVE-2020-17519 CVE-202
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[1] https://lists.apache.org/thread.html/rb43cd476419a48be89c1339b527a18116f2
3eecbb6df2b2acbfef261%40%3Cdev.flink.apache.org%3E

[2] https://lists.apache.org/thread.html/r6843202556a6d0bce9607ebc02e303f68fc
88e9038235598bde3b50d%40%3Cdev.flink.apache.org%3E
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